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1 Introduction  

 

Countries worldwide use PKI technology to establish security for identity documents and 

certificates issued by governmental organization and processes implemented and 

operated to enable their citizen to identify themselves reliably, travel worldwide securely 

and get access to services seamlessly wherever they are. 

Applying PKI technology can contribute to these aims in various ways. Dedicated PKI 

components have been defined and different solution set-ups have been proven to insure 

a solid and secure use of PKI technology. Besides the technical design of the solution, a 

defined coordinated operation of the solution is essential. Therefore the definition and 

evaluation of business processes, roles and responsibilities of stakeholders becomes as 

important as the technical design.  

This paper outlines major variants of a technical design and highlights considerations to 

be applied when organizing a joint implementation and operation of a PKI infrastructure 

by a mutual governmental approach. 

Several countries plan to introduce national PKI systems to improve the security of public 

electronic services. Besides the technical implementation also organizational aspects have 

to be clarified, especially the responsibilities for the operations of the different levels of 

these PKI systems. 

The PKI shall provide a secure basis for national services such as: 

• Issuance of electronic identification documents (passports and ID cards) 

• Authentication to eGovernment services for citizens, legal entities, and businesses 

• Digital signatures for official documents such as tax bills or notifications in the 

context of public services 

• Issuance of paper-based documents with visible digital seals (barcodes) like visa 

stickers or residence permits 
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It is of high importance that the PKI systems responsible for the issuance of the digital 

certificates used by these services are operated under highest security requirements and 

under clearly defined policies and responsibilities. 

For the concrete planning and implementation of appropriate technical and 

organizational security measures a huge variety of international guidelines and standards 

exist, issued by national, international, and commercial bodies (a list of the most 

important institutes will be provided later in this document). 

The establishment of binding guidelines and responsibilities for the operations of PKI 

systems is the task of the national legislation. This topic is most essential for the successful 

introduction of these services because it creates the required trust on the side of the 

clients utilizing the PKI. 
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2 PKI System Architectures 

 

2.1 1 – Layer PKI Systems 

A 1-Layer PKI System comprises of a Root Certification Authority (CA )and one or more 

certificate users. The Root CA issues certificates directly for the certificate users without 

an intermediate layer. Users may use their PKI key and their authorization can be verified 

by using the Root CA’s certificate. The Root CA can support the verification of the validity 

of the user’s certificate by issuing Certificate Revocation Lists announcing those user 

certificates which are exceptionally no more valid. Both PKI components can be operated 

by one or by different stakeholders depending on their responsibilities. Details must be 

defined in the policies. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1: 1-Layer PKI System 

 
P

er
so

 d
at

a 

Si
gn

ed
 d

at
a 

P
er

so
 d

at
a 

Si
gn

ed
 d

at
a 

Document 

Signer 

For 

ePassports 

Document 

Signer 

For eID cards 

 

Personalization 

of ePassports 

 

Perzonalization 

of  eID cards 

DS 

Certificates 

Offline interface 

 

CSCA 



6 / 15 | WHITE PAPER 

Planning and Operations of National PKI Systems 

 

 

 

 

A prominent sample of a 1-Layer PKI System is the ICAO PKI for a Country Signing 

Certification Authority (CSCA). 

 

2.1.1 CSCA 

To To issue travel documents and attest other documents there is need for a Root CA 

system which complies with the ICAO guidelines for a Country Signing Certification 

Authority [REF1]. The main purpose of this CA is the issuance of Document Signer (DS) 

certificates for electronic passports and ID cards. But it can also issue DS certificates for 

non-electronic documents like visa stickers and resident permits which are protected by a 

signed barcode. 

For this use case the operations of the CSCA system and of the Document Signing system 

can be separated. The practice of many countries follows this concept of distributed 

responsibility. The CSCA is usually operated by a government authority responsible for 

national IT governance and security and the DS system is operated by e.g. Ministries of 

Interior, Ministries of Foreign Affairs MOI’s, MoFA’s, etc. or appointed entities like 

national printing houses or other types of appointing entities which might be responsible 

for the issuance of physical or digital national documents  . 

E.g. in Germany the CSCA is operated by the BSI, the Federal Institute for Information 

Security (see BSI - CSCA (bund.de)), whereas the DS system is operated by 

Bundesdruckerei, the state-owned printing house responsible for the production of all 

German identity documents. 

 

2.2 2 – Layer PKI Systems 

A 2-Layer PKI System comprises of a Root CA, one or more Issuing CAs and one or more 

certificate users. The Root CA issues certificates for the Issuing CAs. The Issuing CAs issue 

certificates for the certificate users. Users may use their PKI key and their authorization 

can be verified by checking the certificate chain of Root CA certificate and Issuing CA 

https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Elektronische-Identitaeten/Public-Key-Infrastrukturen/CSCA/csca_node.html
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certificates. The Issuing CA can support the verification of the validity of the user’s 

certificate by issuing Certificate Revocation Lists or operating a Validation Authority 

which informs on the current status of each and every user certificate online, announcing 

those user certificates which are exceptionally no more valid. Root CA and Issuing CAs 

can be operated by one or different stakeholders depending on their responsibilities. 

Details must be defined in the policies. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2: 2-Layer PKI System sample with public and private participants 
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2.2.1 General Root Cas 

Besides this special purpose CSCA which is limited to use cases for ICAO compliant 

documents, it is likely that a country as well will  introduce a general Root CA layer for 

purposes like eGovernment, internal use of state authorities, and commercial usage. 

International best practice shows that in this case the distribution of responsibilities can 

be covered in two different ways: 

• The national authority for IT governance and security (usually the same authority 

responsible also for the CSCA operations) issues guidelines for the secure 

operations of national Root CA systems and defines processes for the certification 

of the operators of such systems. 

The Root CAs can be operated by governmental or privately owned entities after 

successful certification. Several Root CA systems can co-exist for different areas of 

applications (e.g. government internal usage, eGovernment services for the 

citizens, commercial applications and web security) 

• The national authority for IT governance and security can also operate such a 

general-purpose Root CA system on its own, e.g. for government internal usage. 

This does not exclude that other Root CAs, as described above, exist in parallel. 

 

2.2.2 Issuing CAs 

Different to the CSCA scenario described above, a general-purpose PKI usually has a 2-

layer hierarchy consisting of the Root CA and one or more Issuing CAs which are 

responsible for the issuance of the end-entity certificates. 

The responsibility for the operations of Root and Issuing CAs can be separated: 

• The Root CA is operated by a dedicated entity which is responsible for the signing 

the Issuing CA certificates 

• The Issuing CAs are operated by the entity which is responsible for the service 

where the issued certificates are being used.  
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E.g. the national tax office issues signature certificates for the signing of electronic 

tax bills, a commercial trust center issues authentication certificates to private 

persons and businesses for the use in eBusiness services) 

Additionally to the issuance of the certificates, the operators of the Root and Issuing CAs 

have the obligation to publish the current status of the certificates managed by their CAs. 

This is usually performed by providing a certificate status server that publishes the 

information about the issued certificates on the internet. 

It is important that the operator of the Root CA provides clear guidelines to its subscribers 

(the operators of the Issuing CAs) for: 

• the secure operations of the technical PKI system (CAs, supporting components 

like registration authorities, certificate status servers, IT infrastructure, and 

physical security)  

• the organizational topics like security scanning and training of staff, regular re-

evaluations, emergency procedures, and others 

• the identification and authentication of the end-users who will receive the 

certificates 
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3 Operational Models  

The following table summarizes the options to operate different PKI systems. They are 

recommendations based on the practice in other countries like Germany or the US and 

shall serve as basis for a discussion on appropriate operations models: 

 

 

On the second level several Issuing CAs under different responsibilities can be signed by one Root CA. 

As an example the following table shows the structure of the German Government PKI1: 
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1 Source: BSI - Public administration PKI (bund.de) 

Type of PKI Travel Document PKI Government PKI Commercial PKI 

I. Root CA Level National Authority for 

IT Governance and 

Security 

National Authority for 

IT Governance and 

Security 

National Authority for 

IT Governance and 

Security or 

Commercial Provider 

II. Issuing CA Level n/a Other National 

Authority 

Commercial Provider 

III. Document Signer National Authority for 

the Issuance of the 

Travel Documents 

Other National 

Authority 

Commercial Provider 

https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Moderner-Staat/Verwaltungs-PKI/verwaltungs-pki_node.html
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This example shows that within one PKI different public and commercial operators can 

cooperate to establish trusted certificate services for their users and customers. The 

German V-PKI Root CA is operated by the BSI. Other government agencies as well as 

commercial operators can join the system and benefit from the Root CA services of the 

BSI. All Issuing CA operators, of course, have to comply with the PKI policies of the BSI 

[REF2] and are re-evaluated in regular intervals. 
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4 Company overview 

Who is VERIDOS 

Digital services for today and tomorrow 

As one of the leading providers of identity solutions, Veridos has developed a range of 

secure and trusted digital solutions that support the provision of public services. From an 

eGovernment platform, that is interoperable and expandable, the benefits are endless 

for both governments and citizens alike.  

Veridos offers a platform for the 

remote provision of key government 

services that is accessible thanks to a 

robust and secure digital identity. 

Through this platform, citizens can 

access virtually every government 

service and complete transactions via a 

secure multi-channel communication 

protocol, if desired by the customer. 

The services could include establishing 

their digital identities, voting in 

elections, paying their taxes and applying for a driver’s license or passport, along with a 

multitude of other public services. 

 



13 / 15 | WHITE PAPER 

Planning and Operations of National PKI Systems 

 

 

 

 

5 International Standardization Organizations  

 

The following list gives an overview of internationally recognized authorities and 

organizations for the standardization of PKI operations together with links to important 

publications. 

National IT governance and security bodies: 

• BSI (Bundesamt für Sicherheit in der Informationstechnik), the German institute 

for IT security 

Overview of the structure and operations of the German governmental PKI: 

BSI - Public administration PKI (bund.de) 

Policy for the operations of the German EAC PKI for electronic travel documents: 

BSI TR-03139 COMMON CERTIFICATE POLICY FOR THE EXTENDED ACCESS 

CONTROL INFRASTRUCTURE FOR PASSPORTS AND TRAVEL DOCUMENTS ISSUED 

BY EU MEMBER STATES (bund.de) 

• NIST (National Institute of Standards and Technology), the standardization 

institute of the USA 

A list of various publications in the context of PKI policy and PKI operations: 

public key infrastructure (PKI) - Glossary | CSRC (nist.gov) 

International bodies: 

• ETSI (European Telecommunications Standards Institute), a non-profit 

organization registered in France 

Relevant standards for Trust Service providers: 

Trust Service Providers (etsi.org) 

• EU (European Union) issuing the eIDAS (electronic IDentification, Authentication 

and trust Services) guidelines and standards 

EU Regulation No 910/2014 on the implementation of eIDAS framework: 

EUR-Lex - 32014R0910 - EN - EUR-Lex (europa.eu) 

 

https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Moderner-Staat/Verwaltungs-PKI/verwaltungs-pki_node.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03139/BSI-TR-03139_v2_4.pdf?__blob=publicationFile&v=4
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03139/BSI-TR-03139_v2_4.pdf?__blob=publicationFile&v=4
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03139/BSI-TR-03139_v2_4.pdf?__blob=publicationFile&v=4
https://csrc.nist.gov/glossary/term/public_key_infrastructure
https://portal.etsi.org/TB-SiteMap/ESI/Trust-Service-Providers
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
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and of commercial bodies like: 

• CA/Browser Forum (Certification Authority Browser Forum), a consortium of CAs, 

vendors of web browsers, and vendors of operating systems 

Baseline requirements for the certification of publicly trusted PKI operators: 

Baseline Requirements – CAB Forum 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

https://cabforum.org/baseline-requirements/
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